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Tryamm Trading Consulting

+ Infiintata in Bucuresti, in anul 1993

¢ Capital 100% romanesc

¢ Furnizor de produse hardware si software
¢ Furnizor de servicii profesionale

“* Retea de parteneri cu acoperire nationala

www.tryamm.ro
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Tryamm Trading Consulting

Sisteme pentru managementul documentelor

Managed Print Services

Securitatea datelor

O

O

O

O

O

Network Security; End Point Security; Email Security; Server Security;

Solutii software pentru stergerea definitiva a datelor in mediile active (fisiere, foldere, masini virtuale, LUN);
Solutii software pentru stergerea definitiva a datelor aflate pe medii EOL (PC/server, Mobile, Medii flash);
Echipamente pentru distrugere fizica a mediilor de stocare (shredder, degausser, nivel securitate H3/4/5);

Distrugatoare de documente (P2 - P7)

Sisteme video conferinta si colaborare, sali de meeting

Infrastructura hardware si software

Servicii IT

Servicii de distrugere date (software si hardware)

www.tryamm.ro
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Partenerii nostri de tehnologie

RICOH KOFAX eSO ) manager

Imagine. change.
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“No equipment leaves our site with data on 1t.”

-CIO, Fortune 100

Stergerea/Distrugerea datelor in cadrul organizatiei este esentiala, indiferent daca activele dvs.

raman in companie pentru redistribuire sau sunt date in afara acesteia pentru donatie, revanzare

sau reciclare.

www.tryamm.ro
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Ciclul de viata al datelor si al activelor IT

Destul de des, datele si activele sunt protejate doar pe durata ciclului de
viata

La inceput si n timpul ciclului de viata, companiile si organizatiile
Investesc 0 multime de bani si timp Tn protejarea activelor si a datelor.

Important! Ciclul de viata al datelor nu urmeaza ciclul de viata al
activelor

www.tryamm.ro
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Ciclul de viata al activelor vs. Ciclul de viata al

ses blancco

informatiilor
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Managementul stergerii datelor, parte esentiala a

strategiel de securitate a datelor corporative

Toate corporatiile si organizatiile din sectorul
public au o Strategie de Securitate a Datelor,
cu politici, responsabilitati, reglementari, linii
directoare si procese foarte stricte.

Credem cu tarie ca un proces conceput
profesional pentru Managementul Stergerii
Datelor, constituie o parte esentiala a unei
strategii eficiente de securitate a datelor.

Am putea spune chiar ca aceasta este ,,piesa
lipsa” a unui puzzle complet care este strategia
generala de securitate I'T/date a unei organizatii

www.tryamm.ro

Trusied office solutions
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Ce este Igienizarea datelor?

Igienizarea/Sanitizarea datelor este procesul
aplicat in mod consecvent si disciplinat, de a
elimina Tn mod sigur si complet toate datele
de pe un mediu de citire/scriere, astfel incat

acestea sa nu mai poata fi citite sau recuperate.

tryYamm
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Care sunt metodele pentru a o
realiza?

Igienizarea Datelor

Distrugere Stergerea
Fizica Criptografica

Stergerea datelor

! L

I

I §5 blanceo
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1. Stergerea Software
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Securizarea Ciclului de viata al activelor IT si a datelor
)

Asset management, firewall,
» virus protection, encryption,
access control etc

- Improper disposal
3]

..E blanccn « data in transit

« lack of comprehensive
audit trail

=l Blancco File Blancco LUN Blancco Virtual
ASYRCIT RN 1 m
software

"Security is a chain; it's only as secure as the weakest link."

AAAAA Data erasure

Management

Console Detailed, auditable

erasure reports

—
CN—
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Delete My Account

If you do not think you will use Facebook again and would like your account deleted, we can
take care of this for you. Keep in mind that you will not be able to reactivate your account or
retrieve any of the content or information you have added.

If you would still like your account deleted, click "Delete My Account”

Leam more about account deletion Delete My Account ' ancel

Developers Careers Privacy Cookies Terms  Help

Is this goodbye?

This action is permanent.
Are you sure y Was 337 Tellus

Before you delete your account, know this:
This 3c30n i permanent account reatoraton is curenty isabled

You 60 Nok Naad 10 Jeless yOUr SO0t 10 CRANGE YOUr USHINAME. (You 3N change i on e saltngs Kage Al @replies and
foliowers will romain unchanged )

Your account may be viewable o twitier com for a few days afer detetion

I YOUTE Cre36NQ 3 Mew SCCoUNt and want 10 USe e S3Me USEr Name. Phome NuMber andor emal a00Tess 35sociated win
his account, you must Arst change tham on this ACCoUNt Be6ore you delate & ¥you donY, e informason will B9 bed to this
account and unavailable for use

We have 00 control over content Indened by Sea(ch enpnes live Google

Okay, fine, delete my account

Stergerea
Windows
chiar sterge
datele?

11
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Mituri despre stergerea in siguranta a datelor

) O 9

Mitul ca fisierele dispar
definitiv odata ce am golit
Recycling Bin-ul de pe
computerele / laptopurile
noastre

Mitul ca efectuand o
formatare rapida sau o
reformatare a unei unitati
drive, stergem definitiv
datele, astfel incat acestea
sa nu mai poata fi
recuperate niciodata.

www.tryamm.ro

Pentru a scapa definitiv de
fisiere, apasam in mod regulat
butonul de ”delete" si/sau
tragem fisierele in Recycle Bin.

12
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Metode inadecvate de stergere a datelor

* Formatare

« Software gratuit

* Distrugerea fizica fara audit

e Suprascriere fara verificare

* 4% dintre companii nu au nicio metoda de a igieniza datele!
Constatare:
36% dintre cele mai mari compani
din lume folosesc o igienizarea

iInadecvata a datelor aflate la
sfarsitul ciclului de viata*

*- https://www.blancco.com/resources/rs-a-false-sense-of-security-inadequate-data-sanitization/

www.tryamm.ro
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Stergerea Datelor

Stergerea datelor este metoda bazata pe un
software de suprascriere n siguranta a
datelor de pe orice dispozitiv de stocare a
datelor, utilizand zerouri si unu pe toate
sectoarele dispozitivului. Prin suprascrierea
datelor de pe dispozitivul de stocare, datele
devin irecuperabile, obtinandu-se astfel
Igienizarea acestora.

trYamm

frusted otfice salutions

Include verificarea si
certificarea la fiecare
stergere

Sprijina initiativele de

mediu

Permite organizatiilor sa
pastreze valoarea de
revanzare a dispozitivelor
de stocare
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Reducerea vulnerabilitatilor de securitate ce apar la eliminarea
activelor ajunse la sfarsitul ciclului de viata ...

ZONA ZONABREATA
VULNERABILITATE

ZONA SECURIZATA

Criptare

V3d3aod3ls

Atacuri/Brese

Firewalls

= 1 ]HI

=
-
]
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Reducerea impactului unei posibile brese de securitate a datelor

Criptare

In mediile active...
S S

Atacuri cibernetice

Firewalls

©lRIA 3P INN|919 [N}ISIe)S
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Abordarea Blancco: stergerea datelor de-a lungul see

| | iat3 ee: blancco
ciclulur lor de viata -

Stergerea datelor la sfarsitul vietii
n activele IT SAU Tn medii active

Protect
Data spillage; Security;
Reduce threat of data
breaches

Politici de pastrare a
datelor/Conformitate

Use & Share
Blancco File Eraser, LUN

Eraser, VM Eraser

17
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Blancco este singura companie de software care diagnosticheaza si sterge

Blancco Drive Eraser

Stergerea eficienta si de mare viteza a
unitatilor SSD si NVMe, inclusiv a
unitatilor cu auto-criptare

Blancco Mobile Solutions

Diagnosticare smartphone-uri si tabletele Tn
cadrul unitatilor de procesare a mobilelor,
magazinelor de vanzare cu amanuntul sau acasa
prin intermediul unei aplicatii; fluxuri de lucru
disponibile pentru fiecare pas al ciclului de
viata a mobilelor

Blancco Removable
Media Eraser

Stergerea dispozitivelor media flash
amovibile stocate in smartphone-uri, tablete,
routere de retea si camere

.

&2 blancco

TR

T

Blancco Management Console

Raportare centralizata de stergere a datelor in intregul portofoliu de
active IT — gestionate on-premise sau in cloud

0 gama larga de active IT intr-o singura solutie.

Blancco Virtual
Machine Eraser

Sterge mediile complicate de server si de
stocare

Blancco File Eraser

Stergerea fisierelor si folderelor de pe
computerele, laptopurile si serverele active

Blancco LUN Eraser

Stergerea securizatda a LUN-urilor intr-un
mediu de stocare activ, conectat atat la
magini fizice, cat si la masini virtuale

18
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... care ofera Raport de Stergere certificate cu semnatura digitala

Potrivit Cloud Security Alliance "... furnizorul pdastreaza aceste

date securizate, iar atunci cand acestea sunt sterse, furnizorul

trebuie sa se asigure (sau sa poata sa demonstreze) ca sunt )

distruse definitiv". * |ID unic de raport

« Semnatura digitala
* Numele Companiei

Data Erasure Report E:' blancco

Licensed To SAMO

Erasure Results

EELT O  Data si ora stergerii
= o « Starea/rezultatele stergerii
. S « Numarul de serie al hard diskului

Eemapped Sector(S) After 0
sﬁftuéid Time: 2018-12-03 12:13:42 / 2018-12-03 12:18:11 i I D LU N
Duration: 00:04:29
<—tethod: NIST 800-88 P -ATA— e .
o] Eraswe Fomes: 201 o\re;wrltln:ﬁal'lrmware based e |D util 1zator, Computer sau jOb
{Burteces), DY erasure

Erased

|

* \ersiunea software Blancco
« Metoda folosita (algoritm)

www.tryamm.ro 19
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o
200+

million

devices
securely erased

customers

> 4
15+

certifications &
regulatory bodies

patents granted
or pending

ses blancco

Blancco — Key Facts

20



O parte dintre clientii Blancco ee: blancco
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We have the certifications, approvals and recommendations

to prove our solutions meet highest standards.

ses blancco

Global Certifications

HINYCE

Safety and Trust

NYCE

Federal Service for Technical and
Export Control

£% Common Criteria

Certified for Common Criteria
(1SO15408)

Netherlands National
Comms.Security Agency

ABW

The Polish Internal Security Agency

Swedish Armed Forces

@ National Cyber
Security Centre

a part of GCHQ

National Cyber Security Centre

m Bundesamt
fur Sicherheit in der

Informationstechnik

BSI - Federal Office
for Information Security*

SECURITE

CSPN

i3

14

Central Information
Systems Security Division

Global Approvals and Recommendations

NSM

Norwegian National
Security Authority

Asset Disposal &
Information Security Alliance

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Finnish Communications
Regulatory Authority

TUOV Saarland

Third-Party Endorsements

Ontrack:

Ontrack

ORNISS

Defence INFOSEC Product
Co-Operation Group of the UK**

NATO*



Our Technology Partners es: blancco

QWS partner Microsoft

SIS network Partner splunk > partners servicenow

“Ajamf vmware

www.tryamm.ro 23
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2. Distrugerea Fizica




Intimus International GmbH
KEY FACTS

O subsidiaries
+ Export Sales in

80 Countries

H ead q u arte rS Rotterdam (NL)
in Markdorf, |
Germany

Revenue:
+40 M€

TER

+280 2 Production
Employees Facilities

In germany and Spain

www.tryamm.ro

© intimus International. All rights reserve d.

tryYamm
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Ce dispozitive de stocare a datelor trebuie distruse?

Hartie, film, folie = clasa P & F Nivelele de Securitate conform DIN 66399:

Suporturi optice de date: CD, DVD... =
clasa O

max. 2,000 mm? max. 800 mm? max. 160 mm? max. 30 mm? max. 10 mm* max. 5 mm? max. 0.2 mn?@

Suporturi electronice de date: SSD,
smartphone-uri, tablete, PCB, stick USB,
card SD... =clasa E

‘ - y oA ., SRR 1 g2 .'_,' ‘_'_,-V? 23 2 !
ax. 2 ax. ax X
] 4 - "_": - : 3 | s ] o :
== . _'(, U QM w— — L ==
\ Y 3 . : e g kA .
., \ S > 3 e < e

Suporturi de date magnetice: HDD, benzi,
carti de identitate... = clasa H & T

www.tryamm.ro 26
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Cerinte de distrugere a datelor

* Necesitatea reducerii volumului de hartie sau clasa P = fara reglementari,
P1 /P2 este suficient

» Trebuie sa distrugi datele personale care nu sunt sensibile:
« Hartie = P3/ P4
« Suport optic de date = O3/ 04
e Suport electronic de date = E2 / E3
« Suport de date magnetic = Demagnetizare

27



Cerinte de distrugere a datelor

* Necesitatea distrugerii datelor sensibile de pe hartie si suporturi de date
conform cerintelor NATO / NSA:

« Hartie = P6 / P7
« Suport optic de date = O6
 Suport electronic de date = E5 (cerinta NSA 2x2mm)

« Suport de date magnetic = Demagnetizare 20.000 gauss + raport trasabil
+ H2 (NSA) sau H5 (6x6mm)

28
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Solutile Intimus

Solutii Departamentale

1. Distrugerea datelor cu caracter personal
 Pe hartie, film, folie, CD-uri, carti de identitate = Tocator de hartie P4 — P5
 Pe suporturi de date magnetice = Demagnetizare de 10.000 gauss
 Pe suporturi electronice de date = Flashex shredder E3

AUDITOR-PRO

E-3/F-1/0-3/T-4

Paper Shredder P4 Degausser 8000s + Auditor Pro Flashex Shredder 7
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Solutille Intimus

Solutii Departamentale

2. Distrugerea datelor sensibile (conform cu cerintele NSA)
 Pe hartie, film, folie, CD-url, carti de identitate = Tocator de hartie P7 — O6
 Pe suporturi de date magnetice = Demagnetizare de 20.000 gauss sau 40.000 gauss + Crusher 360

 Pe suporturi electronice de date = SSD Granulator E6

fall
o @ U

With 3 mm screen *
E-5/F-4/0-6/T-7
Approx. 3 x 3 mm

Degausser 20.000 + Auditor Pro + HDD Crusher SSD Granulator

High Security Shredder P7 — O6 30
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Solutille Intimus

Solutii Industriale

3. Distrugerea datelor cu caracter personal
* Pe hartie, film, folie, CD-uri, carti de identitate = Tocator de hartie industrial P3 — P4
 Pe suporturi de date magnetice = HDD Gladiator H3 sau VZ Multimedia 180 H4
 Pe suporturi electronice de date = HDD Gladiator sau VZ Multimedia 180 = E2-E3

Industrial Shredder P3-P4 HDD gladiator H3 / O2 VZ Multimedia 180 H4 / O2 -
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Solutille Intimus

Solutii Industriale

4. Distrugerea datelor sensibile (conform cu cerintele NSA)
* Pe hartie, film, folie, CD-uri, carti de identitate = Paper Disintegrator P7
 Pe suporturi de date magnetice = Degausser + HDD Granulator H5 6x6mm
* Pe suporturi electronice de date = SSD-HDD Granulator H5 / E5 2x2mm

-

. HDD Granulator H5 (6x6mm) 5
Paper disintegrator P7 SSD-HDD Granulator E5 (2x2mm)



trYamm

frughed aifice salulians

Diferenta dintre Shredder si Granulator

= Tocator folosind cilindrul de = Granulator cu cilindru de taiere
taiere + sita cu gauri
PaperShredder

Granulator cutting cylinder

HDD Gladiator
Shredder

WWW.tryamm.ro ' 33
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Physical Erasure vs. Physical Destruction ee: blancco

Physical Blancco
Destruction Data Erasure Software
Achieves Data Sanitization v v

Certificate of Erasure for Every Asset, Proving Compliance with 15+ Global Standards

Supports CSR Initiatives

Secure Chain of Custody

Patented Technology. Providing 100% Sanitization of SSDs

Erase Data in Live Environments with No Downtime

Cost-Effective Method

API Integration with Existing Enterprise Systems

X K X XX X X X
C 4 8 £ 8 A

Assets Can be Reused, Resold or Donated
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Multumesc!

cristian.alonesei@tryamm.ro

www.tryamm.ro 35
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