


Since 2012 
 
An active link between the Public 
and Private sector 
 
NGO, non-profit, professional and 
independent 
 
50+ members, 25000+ employees 



Projects: GCloud, Gov’s Intranet, Single Sign-On, eInvoice, Life Events, Gov eDoc, 
eDuplicate 
Laws and regulations: Cybersecurity Law, Public Acquisitions 
Strategies: Cybersecurity, Energy, Governmental Cloud, SmartCity, sectorial CERTs, 
eGov development, Interoperability 
Pilot projects: National Intelligence Academy Lab 
Guides 
Courses: OSINT, ITSec 
100+ events / 7 ANSSI's own events 
20+ technology seminars 
Hands-on trainings for technical specialists in publci and private sector 
Supporting Romanian's Team @ Cybersecurity Challenge (ENISA) 
Organizing European Cyber Security Challenge – Bucharest 2019 and ROCSC 
together with our partners 
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1. Prepare an all tools, all the programs should be placed on a flash disk. 
2. Tools are a wireless keyboard, USB hub, USB cable, USB adapter USB a 

female to b female, Windows 7 laptop or a tablet ( to run code generator) 
and a drill. 

3. Find an appropriate ATM 
4. Open ATM door and plug into USB port. 
5. Execute Stimulator to see full information of all the ATM cassettes. 
6. Execute CUTLET MAKER to get it is code. 
7. Execute password generator on a tablet or on a laptop and paste CUTLET 

MAKER code to it, put the resulting password to CUTLET MAKER. 
8. Dispense the money from the chosen cassette. 













Payment purpose Payment for Common payment mechanisms Example 

Victim payment 

Extorsion 

Bitcoins, 

Bank Transfer, 

paysafecard 

Payment extorted as a result of a 

ramsonware or DDoS attack 

Fraud 

Bitcoins, 

Bank Transfer, 

Western Union 

Loss to an online fraud/scam 

Criminal to criminal 

payment 

Counter AV PayPal 
Testing of malware against commercial 

AV products 

Data 
Bitcoins, Ukash, Western Union, 

Webmoney 

Purchase of compromosed financial 

data such as credit cards 

DDoS Bitcoins DDoS service for hire 

Hosting Bitcoins 
Purchase of hosting (including 

bulletproof) 

Malware Visa, MasterCard, WebMoney, PayPal 
Purchase of malware, such as RATS and 

banking trojans 

Trade on hidden service Bitcoins, Ukash, paysafecard Purchase of drugs or weapons 

Payment for legitimate 

service 
  

Bitcoins, Bank transfer, Visa, 

MasterCard 

Hosting, hardware, software, travel, 

accomodation etc 

Money movement   Bitcoins, Bank transfer, Western Union 

Movement of money to maintain 

control of funds or hide/break a 

financial trail, including „cashing-out” 

of compromised financial accounts. 

This also includes exchange to, from or 

between virtual, digital and fiat 

currencies 













Buying a data base with 10 million email addresses – 1.000 USD (in 
bitcoins), from the dark web 
 
Preparing an exciting email message that will make you trust and click on 
 
Preparing and hosting the landing page – 10.000 USD 
 
Sending the emails (10% spam snowshoe, 0.1% regular) – 5000 USD 
 
1 million emails reach destination (9 million blocked by spam filters) 
 
500.000 emails are opened (half/measure for curiosity) 
 
50.000 click on the link (10% of those opening the email) 
 
5.000 enter data  (10%) 
 
0.05% are tricked 
5.000 credit card information obtained = 300.000 USD (60 USD/card) 
 
Total investment = 16-20.000 USD 
Income = 300.000 USD 
Profit = 1500%! 



 
REVERSE AUDIO 

 



Social media manipulation campaigns in 70 countries with at least one political party or 
government agency using social media to shape public attitudes domestically 
 
China has become a major player in the global disinformation order 
Domestic platforms: Weibo, WeChat and QQ 
But also: Facebook, Twitter and YouTube 
 
Facebook remains the platform of choice for social media manipulation in 56 countries 
  



26 countries: 
- Suppress human 

rights 
- Discredit opponents 
- Drown out 

dissenting opinions 
  





WHO / Cyber Troops in 
many organisational 
forms (Oxford Univ) 
  



Resources: 



Petitii: 25000 voturi – 2660 USD 

1 mil vizualizari + 50000 like-uri – 3150 USD 



Impactul social media: 
 
Experimentul Facebook 2010/alegerile pentru congresul SUA 
Articol: Bond, R. M. et al. Nature 489, 295–298 (2012) 
 
61 milioane de utilizatori Facebook US, care au intrat pe site pe 2 nov 
3 grupuri: 
G1: 1% - mesaj + buton “am votat” + counter 
G2: 98% - mesaj + buton + counter + 6 poze ale celor care au votat (alese aleator) 
G3: 1% - niciun mesaj 
 
Info pt 6.3 mil utilizatori din registrul de vot public (au votat sau nu) 
 
Concluzii: 
G1 si G3 au votat in aceeasi proportie (nicio influenta) 
G2 vs G1/G3: 
+2% au apasat butonul 
+0.3% au cautat info despre sectia de votare 
+0.4% au votat 
+340.000 votanti influentati direct si indirect 
Impact au avut cei mai apropiati 10 prieteni din totalul de 150 (in medie) 



Street protest (Studiu TrendLabs Research): 
 
20 groups x 10.000 members – 40.000 USD 
40.000 likes – 6.000 USD 
20.000 comments – 5.000 USD 
 
10 news with 50.000 retweets/likes + 100.000 visitors – 27.000 USD 
50 video youtube – 25.000 USD 
 
Call for the street protest – 10.000 USD 
Spreading the announcement – 30.000 USD 
 
Audience– 2 milion persons 
Mobilization – 1% (20.000 people) 
Cost – 150.000 USD (obs. without the direct costs for the protest) 
 



Discredit a journalist - $55,000 
(real example from Mexico) 
 
The journalist had: 
- Twitter account with 50,000 followers 
- Facebook account with 10,000 friends 
- Blog with at least three articles a week and 200 comments per post 
 
The attacker: 
Stage 1 
- Four-week fake news campaign 
- Fake news unfavorable to the journalist published once a week 
- Fake news promoted by purchasing 50,000 retweets or likes and 100,000 visits (cost $2700/week) 
- 4 trending videos on YouTune ($2500 each) 
- 4000 comments: 80% against the journalist, 15% neutral, 5% in favour ($1000) 
Stage 2 
- Twitter account + 200.000 bots ($240) 
- 12.000 comments ($3000) 
- 10.000 retweets or likes and 25.000 visits ($20400) 
 
Result: one third decrease in popularity 



Creating a celebrity 
(real example from China) 
 
- Profile created on Weibo 
Stage 1 - first week (RMB 490) 
- +500 followers in day 1 
- +1000 day 2 
- +2000 day 3 
- +3000 day 4  
-... 
Stage 2 (RMB 2450) 
- increasing baseline with 5000 followers / day 
- 500 reposts / day 
- 100 votes / day 

Stage 3 
- buy 10000 followers/day 
- 2000 reposts / day 
- 500 votes / day 
 
Stage 4 
- 20000 fans / day 
- 5000 regional fans / day 
- 5000 reposts / day 
 
Total - RMB 16000 (USD 2600) 
 
Result - 300.000 followers in 4 weeks -> 
soon to be self sustainable 
 



 
Thank you! 


