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Projects: GCloud, Gov’s Intranet, Single Sign-On, elnvoice, Life Events, Gov eDoc,
eDuplicate

Laws and regulations: Cybersecurity Law, Public Acquisitions

Strategies: Cybersecurity, Energy, Governmental Cloud, SmartCity, sectorial CERTSs,
eGov development, Interoperability

Pilot projects: National Intelligence Academy Lab

Guides

Courses: OSINT, ITSec

100+ events / 7 ANSSI's own events

20+ technology seminars

Hands-on trainings for technical specialists in publci and private sector
Supporting Romanian's Team @ Cybersecurity Challenge (ENISA)

Organizing European Cyber Security Challenge — Bucharest 2019 and ROCSC
together with our partners
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\
1995 - 2005 2005 - 2015 \
1% Decade of the Commercial Intemet 2" Decade of the Commercial Internet

Motive

Nation-state Actors;
National Security Targeted Attacks / Advanced
Persistent Threat

Espionage,
Political Activism

Competitors, Hacktivists

Monetary Gain Organized Crime, using sophisticated tools

Revenge Insiders, using inside information

Curiosity Script-kiddies or hackers using tools, web-based “how-to's”

*> Adversary
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Surface Web

Dee p \/\/e b Academic databases

Medical records
Financial records
= Legal documents

\;{‘:{'-:-:’- Some scientific reports
—_— Some government reports
— g p
-/ Subscription only information

Some organization-specific
repositories

of content on the
TOR Web (estimated)
Dark \/\/e b Political protest
Drug trafficking
and other illegal activities
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Contact

Home  MboaTor  Oocumamsion Pres 8o
Ié‘ Tor Browser D

Soware & Sanices: « Arm - Orbo - Tal - TorBirdy - Onionao  Metrice Pocta - Oblsprory - Shadow * TorZWed

QuTrePlyyse  Rominders  Reemove_ntiVinus

What is the Tor Browser? Longuess
Englsh (enUS)
The Tor software protects you by bouncing your communications around S ()
a distributed network of relays run by vokunteers all around the world: it
BROWSER prevents somebody watching your Internet connection from learning what Daciech (28}

sites you visit, it prevents the sites you visit from leaming your physical I
location, and it lets you access sites which are blocked. e

DOYWNLOAD The Tor Browser lets you use Tor on Windows, Mac OS X, or Linux sl

g without needing to install any software. It can run off a US8 flash drive, P =% & TESKPR e et

comes with a pre-configured web browser to protect your anonymity, and

is selt-contained (portable) Hatano (1) a
Installation nstructions *
Windows + Mac OS X » Linux 00 you ke so7 Ploaso cons g a donation - Korean ()
— —
wic

Nededands (r)
Utities Wundertist

To start using Tor Browsar, dowrsoad the o for your
Tor Browser Downloads preferod languago. TN fo can bo saved wherevsr is

XM FA1010AM Q & TorBrowser _Fie fiew _History ) FiN22AM Q

Omeplus pics

& Tor Browser

Congratulations!
This browser is configured to use Tor.

You are now free to browse the Internet anonymously
Test Tor Neswork Sc

ntitied folder|

EX

What Next? You Can Help!

The Tor Project is a US 501(c)3) non-profit dedicated to the research, developmes
education of online anonymity and privacy. Leam more about The Tor Project »

+ VPN
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() BROWSE CATEGORIES

Y VIVIVVV VIVIY VIV Y

Fraud

Drugs & Chemicals
Guides & Tutorials
Counterfeit ltems
Digital Products
Jewels & Gold
Weapons

Carded ltems
Services

Other Listings
Software & Malware

Security & Hosting

[l SEARCH OPTIONS

_Search terms:

ANSSI

- S] FE DU - MS] [FE DU = WS [FE DU) - s
Rolex - Cosmograph  Breiting-Navitimer 01 Rolex - The Date day  TAG HEUE

Daytona ETA 7750 43MM Black SWBlack  All Goid 40MM CALIBRE !

40MM GAG [BP- A7750 [JF-Factory) [Repiica) 43MM [HE

Factory] [AAA+] [UttimateAAA+) # 40369 - Other - Factory)

# 56029 - Other - #14150 - Other - saxyhomer [Ultimate.,

sexyhomer sexyhomer Buy: USD 105.00 #27333-(

Buy: USD 245.00 Buy: USD 345.00 sexyhomet
Buy: USD

If you are experiencing slowdowns due to the very high load, use the

Welcome, msam

Personal phrase: jss
The sentence above is here to ensure that you are on the real Alphabay M

We wish you welcome to Alphabay market, an auction-style marketplace fc
directed to the forum and our staff members will look into it. We appreciate

News

November 19th, 2015

We added Trust Level system to the marketplace, allowing vendors to crea
profi as well. See the Announcements for the full details.

t! We are pleased to
We have some exciting projects coming i tuned.

November 12th, 2015

We added new security features: password mnemonic, and buy protection,
who do not make purchases enable this option for more security. You can ¢
the order and being shipped).

November 5th, 2015

The DDoS attack has been stopped. We mitigated the attack just like we di
bookmark the additional alternate links on the left-hand side of the page.
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- 1000 boxes KN95 surgical face mask for corona virus prevention

I Straight from our company 10 you. kNS5 Surgical face mask for virus prevention of the Corona Virus Crder now as we have lols o,
TN ity Mo
: Soldby ' .0sold since March 17, 2020
l‘ Features Features
Product Class Physical Package Origin Country World Wide
Quantity Left Unlimited Ships to World Wide
Ends In Never Payment Escrow
| ik 1l - B =
| ' ; allow 24hrs for tracking - 10 days - USD + 0.00 / order v
- —
B Purchase price: USD 3,800.00

0.5476856TC
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. Healthcare Database (210,000 Patients) from Central/Midwest United States | TheRealDeal Market - Tor Browser — O *
File Edit ¥iew History Bookmarks Tools Help
[!thedarkwerlmd on TheRealDeal Mar... ]ﬂ Healthcare Database (43,000 Patients)... = ]ﬂ Healthcare Database (210,000 Patient... % I! Healthcare Database (307,000 Patient... ~ =+

€« > ¢ " | 3 v | |0' DuckDuckGo

Search or enter address

ple e -

4

TheReaDeol

Search Al vl Search

< Back to home page | Listed in category: Home =

Healthcare Database (210,000 Patients) from Central/Midwest United
States

Rating for this product based on number of finalized sales

Seller : thedarkoverlord ( 0 ) 0% Positive feedback

Wisit store: thedarkoveriord don't have a store

Finzlize Early: No, FE is not required.

Shipping Type:  [EZE

Quantity: In stock / 0 sold
Postage Option: I
Price: 0317.38 Buy It Now
BTC 317.3797
Add to favorites
Ships From: Worldwide Digital

Return Policy: Returns will not be accepted. The original database will be permanently and
securely deleted once sold. The buyer will be the only one with exclusive ...

Description Feedback Return Policy

BeolDeol jtem number 3748

-~
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‘ & TYor Browser
O8O O My DseoDotwes X [ B Searchesuts [ Aphabay . X | +
B @ € @ pecahTosBaRpulomon seth pho Hroe) eta .
() BROWSE CATEGORIES Search Results (s sescn)
YO Frax 10851 WG

Accoures & Bank Drops - 5781

[FE 100%) {Sticky] FRESHM 24TH NOVEMBER 8AM “ UNBEATABLE GUARANTEED # &5% VALID
SUPER BASE RETURNS WBACK TODAY W

CVV A Cards 724 f' Bom # 855 - CVV & Cards / CWV & Cands - ThinkingFomarc {30043)
visa |
Oumps 462 U Veews: 127827 1 Bide: Fixod price
Cther 1628 Guantity left: Unientod (570 automasic toms)
Personal information & 1006
Scana : [FE 100%] [Sticky] g [l FRESH CO/AVY SNIFFED 100% VALID (NEW STOCKIDS) - (Store 1°
> Drugs & Chemicals 7549 m hipistorsu) - (The Good Cays Avo Backl [l g
o | VIS e # 1103 - CVV & Cards / CVV & Cavdss - FeniSon (9430)
- Guides & Tutotals 4132 o | i
» Countediel Rems 1952 Views: 110011 / Bids: Fuend price
Quantity left: Unketod (600 automatic toms)
> Digital Products “0
> Sowels & Gold 590 N
[Sticky) USA HIGH LEVEL CT - Check stom for more!
» 71 Weapans 637 @ Jem # 4004 - CVV & Cands / CVV & Cards - s#0-3d (11388)
> T Carded ltems 1027
Views: 62150 / Bids: Faed price
>0 Gunicte 236 i Guantity seft; Unketed (40 sutormanc Bam)
» Other Listings BEA
> Schwaco & Matware 570 | 451 Stcky) FRESH VISA CC.GYY FROM USA (onoatiet aualey)
> Security & Hosting 102 V'.SA Bem # 17014 - CVV & Cands / CVV & Cands - oneSefierlisaCC (4678)

_— Views! 34225 ) Bids: Fxed price
Quantity beft: Unbssted (44 sutomatc Boma)

T [Sticky] % Coutvoisior % [ KINGER ] HG UK FULLZ % [VEY PASS + MMN INCLUDED] %
E Hom # 820 - CVV & Cards / CVV & Cards - Courvolsier (14008)

Buy price
uso 000

2 00ts M

Buy price
usD 920

0 009 3TT)

Buy price
usD 850

Aot 810

Buy price
usD7.00

RO aC

Buy price
usD 0.0
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€ TYorBrowser Fie Edit View History Bookmarks Tools Window Help

2 T OSSKED) FH1057TAM Q
® e C Countertelt USD - Migh qua... | D), Ohcsonect Sesrch: Sodrch. ¥ -~

| S @ € Bttt wice

Q
I}

Counterfeit USD
 Login | Register | FaQs | products |

50 USD BILLS

Our notes are produced of cotton based paper. They pass the pen test

without problems. UVI is incorporated, so they pass the UV test as well,
They have all necessery security festures to be spent at most retallers.,
Free shipping in the US,

Product Price Quantity

25x 50 USDBIULS 600USD = 16528 -7(
100 x SO USD BILLS 2000 USD = 5,505 8 n Xm
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University of Birmingham Diploma Boumemouth University Diploma
‘ <] BO.4938 ‘ B0.498

 Orver  Oroer |
B0.498 B0.498
Liniversity of Cambridge McFhil Diploma
B0.458 B0.495
o —
RO e L
[r—
® == E= e

Harvard University Diploma
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85xAustraHaPasspoﬂlDLScan *Bes! Price*

B0.00733

BarryBusiness (3900) (4.92% )
WW . Ww

CANADIAN Passpon PSD Template HQ

B0.00397
yx‘ Ghemobyl (2500) (4.81%)
|
!E“:_

CN - wWw

 Ocder |
C.G™ [FR} France Passport Scan
—— B0.001906
- TheCybermenGroup (24)
(5.00m )
EU - GB, wWw

GERMAN Passport PSD Template HQ

Mma Anns

Custom Australian passport scan + utility bill

B0.01468
CardPass (2850) (4.85w )
ww - ww

UK ENGLAND DRIVING LICENSE PASSPORT
PACK PSD Photo

B0.000633
: : MoneyMakerBoss (15000)
2 (484u)
. N = N - }
» 1
- [Escsow]  Order]
Australian passport scan of real person

B80.000917
CardPass (2850) (4.85w )
WW — Ww

Fully editable German Passport V1 Template !

ma anenn
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anonymous market Search | Go

Shop by Category

Drugs 2.399
Cannabis 3471
Dissociatives 65
Ecstasy 209
Opioids 156
Other 144
Precursors 12
Prescription 526
Psychedelics 427
Stimulants 273

Apparel 114

Art 7

Books 743

Collectibles 12

Computer equipment 79

Custom Orders 26

Digital goods 370

Drug paraphernalia 89

Electronics 20

Erotica 319

Fireworks 2

Food 3

Forgeries 58

Hardware 2

Home & Garden 7

Jewelry 48

Lab Supplies 5

Lotteries & games 29

Medical 5

5¢ - 10mg Dexedrine (Pure 2 x 0,25 mg Xanax Malana charas hand rubbed
Dextroamphstamine) (Alprazolam) Indian hash 100g THC 90% TOTAL
81.50 B75.83 B4.13

14 grams (1/2 Ounce) of 3.5 Crystal Meth Ice Shards 20 25mg Cialis ‘ III...Psilccybe-Cubensis-
Nebula JWH-122 Chocolate. .11l
$2.63 831.92 82.57 818.15

BANIOS

A

A L 3 A > -
100 x Orange Star Very high  100x 200mg White XTC 3g Methylone Crystals -$50-  15mg Adderal Extended
MDMA content 180mg 'Speakers’ Lab Grade Release (1 Capsuie)
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OB ® (O ey e X | B SearchAesuts tAphabay . X | +

© @ € @ pwoonTIoNsa2puonon seth g Heedd

[ BROWSE CATEGORIES
> Fracd
» Drugs & Cheericain
> Guides & Tulorials
» Countorien mems

8 Long-Range Guna
Long-Range Guns
Explostens
Hand Weapens

Search ReSults (s seen)

10881 =
| B Assaur rillp VZ 58 (ak-47)
IT548 . Rom ¥ 21188 - Long-Hange Gure / Long-Range Guns - B9 days loft - 59871 (6}

Views: 1353 / Bids: Fixed prco
1952 g © Cuantity lef: ©

500 I S| B intororcnance R4 762439 FULL ESCROW
837 u tom # 43006 - Long-Range Guns / Long-Range Guns - dosches 1 537 (6)

| Views: 18757 / Bide: Fixed prico

214 T Ouantity left: t
54
54 [ | B M8} 22 Sawn OF Pistol Grip Discrate Single-Shiot Solty ! Tiny |
s o Berm # 62058 - Long-Range Guma / Long-Range Guns - CramMant (7)
73 Views: 545 / Bids: Fixod prce
" Quantity left: Unkmied
158
1027

f B = [MS} Bamed for M16 AR-15 16 Inch Cal 223
2338 Bom # 50040 - Long-Range Gun / Long-Range Guns - 3 days left - 45071 (0)

Vigws: 234 / Bids: Food prce
570 " Guantity left: 10

152

@ Suné Morkol 808 B3 Premium Cal, 8«57 IRS + Svarowsia 25 « Muniton
Rorm # 47919 - Long-Range Guns / Long-Range Guns - Futused™oanre (2)

Vigws: 2342 1 Bids: Fixed prco

By price
USD 1,064

Lty ¥I0H

Buy price
USD 1.035.69

3 34 BTC)

Buy price
USD 1,069.77

4™ N0

Buy price
USD 7114 51

(8L R te

Buy price
USD 454052

10 S TO
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" & Tor Browser
\ eve Agora Market Guide | Agoca Dr.. X Aphodiay Macket Guide O Dot Saschs Soarhis o e} Aty M '-"\‘_+
S @- (¢ 3 mrewmar Q sowe
Logged in as e
a AlphaBay Market Qm-mm
wodamgil 0

Search:

Joned Now 27, 2018

Trust levved Level 1 !“; We highly recommend hat you Saatio Javascrpt when viewing B marketplace for Datier security ]
Total sadon Uso 000
Tota! orders Use 000 Fostured Listnge
f 5 P~ (o-.) =M b < A
5 N
&8 CC/ACCOUNT AUTOSHOP s A ‘
Access the GO auicahop R sy pre sony B e e song R us) pre son) B s e sy 2 pes; pre son) RUSA CC WITH
Folon - Conmograoh  DremngNevienwr 01 Foles - Tha Ot ey TAD HELER 200M Poien - Deegane NN DAANCES
ACCEES T ACCOUA MASNOD Daytora CTATINO MMM Diack SWIlack  AJ Gokd A0MM CALBRE § 4W0 Dbin Sl 44 [N - (W00 $-20000 )
SOUM GAG (o9 AT LF-Faciory) Depties] v [ren ve- Factory) #8477 - CVV A Carn -
Faccey] D] (UmeatassA. ¥ Oer - Facsory) HESFEVEV SPANTAN
#90029 « Ot #04050 - Omwr sevforer [UmaseAsra) 200 - Ovwr By USDG 0
[£) BROWSE CATEGORIES wapoTes —roned Doy: LUSD 100.00 237233 - Ot ey
Buy; USO N300 Buy: USD M4.00 seapomar Buy; USD 419.00
> Frawa 10657 Buy: U0 20 00

> oe & C b It you are eaperiencing slowdowns due 10 the very high load, use the alterrate Loks o the left,
» Guides A Tulorials 4732 W

elcome, ps:
- Courterioft Rers 1962

Personal phrase. smeom
Digtal Products 4410 The sentence above |8 Nere 10 ensure that you are on P redl Aphabay Markot 520 and not 0n o phishing she.

W wish you welcome 30 ADRatay market, 87 BCS0N-80y W maralace for a3 Hlack market Boms. Acy GUESS
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lware | Alphab

= ATM Mahwar... =

S @ - € @ pwoahToabau2pul.onion’)=ting | & || Sea

Respour]
BTC: 00050 | XMA: 0000 1

a AlphaBay Market £TH: 1,000 126€: 00000

#  Services  Carding  Carding ATM Mabwiare &

P ATM Malware

PR e Instruction Manual get £ bom ham | e

B LISTING OPTIONS

Contact Salksr

- T ) | am glad to be e Mesl parson that wil
ineoduce on Alphabay the =ATH WALWRRE. The on AT makuare will allow you o gel &l e
money om e ATM. You 'wil get 3 Softsare 1-To check fhe ATM Balance inihe 4 Cassele, 2-To make the
ATM cash oul all

Soid by candmanboy - 1 sold since Mar 27, 2017

B0 e avalabie for auo-disnaich

Famoribe: Listing
Favorite Seler

Alail v aglochk

Raport Listing

Fasaiurns Faaiurnn
Prosduct class il goocts Crigin couniry Wordvane
m BROWSE CATEGDRIES Quaniiy kel Linlimifed Ships bo Woridwade
Ends in Hever Paymeent Escrow
Fraiad
Drugs & Chemicals Ciefaul - 1 days - USD =000 ) fem J

Guides & Tuborials

Punchass prices LISD 5 00000

Comirteried Nems 10113 Qo |1

Diigital Pros

Jerails & Gokl 1805

We

hack Redurd Policy

Desoription | Bids

Ciaeded linms

K

100 Praduct Description

Otiar | isting Read i Fednacion Wanual el il e Fesrd i

-

wieaie & Makvare

1am glad o be e Srst pesson thal wll inbmducs on Mphabay e ATM NALWARE
Seowrity & Hosting B The ETH makssrs will allos you 1o get al Te monsy om he ATM
ou will get 3 Software

1T cheec e ATM Balance inhe 4 Casseie

“ SEARCH OFTIONS 2-To make the ATH cash oul all the mone;
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First Of all let me tell you to not panic and Read This several time,the software is very easy to use
but i will explain you all the necesare steps and it will look complicate when you first Read,it is
working on any s ATM MODEL !!!

What you have here?

1-Software that will alow you to Cashout the Money From the ATM (Software Name cm17F )
2-Software that will alow you to see how much money is inside the ATM,how much bill each casete
have and in wich casete the big bills are (Software Name Stimulator22)

3- . will help you to generate a answar cod that you will need to place it inside the CM17F
interface)

What To buy -

1-Wirlles KeyBord with Tuch Pad intergrate.

2-USB HUB

3-USB Stik 1gb (Need to new key not uset)

4-USB Male femmle 50Cm Cable

5-USB Adaptator like this one ( http://www. L /details
fusb_adapter usb a female to b female.html )

6-Windows 7 Laptop Or Tablet.

7-one Drill

I advice you to train your self at your place,in order for you to train you will need a windows xp
operatin sistem on a Pc/Laptop;if you dont have any xp then simplle google VitualBox(Youtube how
to install it Youtube= How to install VirtualBox,Youtube = how to install Windows xp ISO inside
VirtualBox)then Grab a 1SO Windows XP from Google and install it in the VirtualBox,
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Prepare an all tools, all the programs should be placed on a flash disk.
Tools are a wireless keyboard, USB hub, USB cable, USB adapter USB a
female to b female, Windows 7 laptop or a tablet ( to run code generator)
and a drill.

Find an appropriate ATM

Open ATM door and plug into USB port.

Execute Stimulator to see full information of all the ATM cassettes.
Execute CUTLET MAKER to get it is code.

Execute password generator on a tablet or on a laptop and paste CUTLET
MAKER code to it, put the resulting password to CUTLET MAKER.
Dispense the money from the chosen cassette.
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& TorBrowsor Fie Edit View History Bookmarks Tools Window Help

About Me

Whoam|?

> 0 2 T %K) Fim3sam Q i

ABOUT ME CONTACT

Skills
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10-th version.

Packages:

a€¢ Minimum: DDoS Bot, no free updates, no modules = $450
\ a€¢ Standart: DDoS Bot, 1 month free updates, password grabber module = $499
a€¢ Bronze: DDoS Bot, 3 months free updates, password grabber module, 1 free rebuild = $570
a€¢ Silver: DDoS Bot, 6 months free updates, password grabber module, 3 free rebuilds = $650
a€¢ Gold: DDoS Bot, lifetime free updates, password grabber + "hosts" editor modules, 5 free rebuilds, 8% discount on other products. = $699

&

4,
i, <
a€¢ Plabnum: DDoS Bot, ifetbme free updates, password grabber, unmited free rebuilds, 20% discount on other products. = $825 tateq gisteme"®

a€¢ Brlhant: DDoS Bot, hifetime free updates, unhmited free rebuilds, all modules for free, 25% discount on other products. = $999

Other:

3€¢ ReBuild (URLs changing) 3€" $35.

3€¢ Sources - ~3500-5000%, discuss individually
3€¢ New features - discuss individually.

3€¢ Web-Panel reinstalling (1st time is free

Botnet services

credit card
us EU

Visa Classic $15 $80 $40 3150

Master Card Standard | $90 $140

Visa Gold/Premier $25 3100 $200 $45 $160  $250
\\ = Visa Platinum | $30  $110 $50  s170
— Business/Corporate $40 $130 160 5170
t// Purchasing/Signature | 350 $120 £70

Infinite $130 3190

Master Card World | $140
| ) AMEX 340 $60
L—_—v ——jl AMEX Gold | 370 $90

AMEX Platinum 350

o b ey
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France Email Database 1 million”

=< jONAla pentru

Radtoct™

. nelor Informatice

France Emall Database 1 million

Prices for zero-day vulnerabilities.

&

: T—— Adobe Reader $5,000-$30,000 %y %
A reieie Mk PRICE LOWERED! Mac 05 X $20,000-%50,000 i
$876.64 i $30,000-$60,000
bt Flash or Java Browser Plug-ins $40,000-$ 100,000
View Microsaft Word $50,000-% 100,000
Windows 160,000-5120,000
Firefox or Safari £60,000-£150,000
Chrome or Interneat Explorer $80,000-£200,000
10 £100,000-5250,000

SMTP RELAY SERVER FOR 30 000 000 EMAILS

Smtp Relay Server for 30 000 000
emails for the one month

L Recpmecy PRICE LOWERED!

ki

» - B seckep s .
e IS g o o0 $13,340.25 tax indl.
— $54.933.904 2
o
= Quantity 1
SMTP ’ Availability: 929 items in stock
- [ Addtocart |
Sender's SMTP Server Recipient's SMTP Server
wdiel tm svvy weishiiet. |
Click here fo pay
s 29
- -
L
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Identities for Sale!

Homepage
Sesch SSH, DOD USA
Westory
Stuffs that you have bought
Buy Credns
-y You haven't bought any stuff yet,
Choose your stuff to buy
c Fullz Info USA Type A - FRESH Database - DEMO: FiratN ame | LastN ame | MiddlaN ame | Emal | Password | Addeess |
Cortact Adrwn Phone | DOB | 85N | Davver License | Bank Name | Bank A ccount Number | Bank Routing Number | Company Name | Cusrent

Years of Job

1 - % nfo |0 25/nfo
00 4999 wfo  |022hmfo
000 . 9999 wfo |0 18/info
10000 - 16499 fo [0 16/nfo

c Fullz lafo USA Type B- OLD Database - DEMO: FurstN ame | LastN ame | MiddleN ame | Emad | Password | Addeess |

Phone | DOB | SSN | Drtver License | Bank Name | Bank Account Number | Bank Routing Number | Company Name | Cusrent
Years of Job | MMN
1.9 o |0.16/nfo
10000 - 19999 info [0 144nfo
20000 . 34644 wifo |0.09/info

C PullzInfo USA Type C - OLD Database - DEMO: FiratN ame | LastN ame | MiddlaN ame | Emadl | Password | Addeess |
Phone | DOB | SSN | Daver License | Bank Name | Bank A ccount Number | Bank Routing Number | Company Name | Cusrent
Years of Job

1.2000mfe  |015mnfo
2001 - 9999 mfo  |0.12info
10000 - 16760 info |0 02/nfo

http//kr ebsonsecurity comy/ 2014,/ %0/d -t hef t-senvice ~customer- gets-27-man ths/
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‘ @ TYor Browser
O8O (O chutwriOsosot e X [ B +USAPROFRES SSNDOB-. X | +
8 @ € @ pecahTioasalpuononising oo Tde2es) @ | Q Searn =
~ Frawd Personal information & Scans Personal Information & Scans + USA PROFILES SENDOBVDL/BANK + FREE CCCVVe &

25 LISTING OFTIONS + USA PROFILES SSN/DOB/DL/BANK + FREE CC/CVV+

s Contact Selier BUY 2 SPECIFIC PROFILES AND GET 1 CC/CVY FREE BUY 5 GET 3 CC/CVV FREE BUY 10 GET &
f CCOV FREE BUY 20 GET 10 CCCW FREE THIS ONLY APPLY TO SPEGIFIC REQUIREMENT @ $5
. Favors Lisk EACH not 10 auto delivery. b This listing i Acto FE. > NEW DB ADDED, CHECK BELOW FOR DETARS
m -2 > BULK DESCOUNT AVAILABLE as from 5 flems crdered « BUY MORE PAY LESS & PRACFILES AND CC
e G PACKAGE DEAL MOVED TO ANOTHER LISTING

e PPTIRTMENY v v ] o v

Aloet whon (0esock 718 dorms avatadio for avt-Sapatch

Repon Lissing Features Festures
Product class Digtad goods Origin country Untod States
Oaantity left Lndmied Ships to Worldwico
@ BROWSE CATEGORIES Ends in Newver Payment FE Uisting 100%
» Frave 10561
>~ Drugs & Chee 37540 AUTO DELIVERY 2011 - 1 daya - USD 40.50 / ke =
» Guidos & Tutorials a2 Putchase price: USD 150
> P Toca Qty: 1 Buy Now Quewe
Lotz
> Digital Products L«
» Jowels & Gois 560 Doscripton | Bids  Feocdback  Relund Policy
» Weagons 837
Product Description
» Carded ttoms 1027
ﬁg%%wcmtsmm-mwtm
=% BUY 10 GET 5 CCCVV FREE
> Other Liss 864 BUY 20 GET 10 CCCYV FREE
THIS ONLY APPLY TO SPECIFIC REQUIREMENT @& $5 EACH not to auto dedvery.
» Sotwaro & Mabware 570

> Secutity & Hosting 192 »NEW D8 ADDED, CHECK BELOW FOR DETAILS.
> BULX DSSCOUNT AVAILABLE a3 “om & fema crdered - BUY MORE PAY LESS
» PROFILES AND CC PACKAGE DEAL MOVED TO ANOTHER LISTING.
——




Extorsion

Victim payment

Fraud

Counter AV

Data

Criminal to criminal DDoS

EW TN
Hosting

Malware

Trade on hidden service

Payment for legitimate
service

Money movement

Common payment mechanisms

Bitcoins,
Bank Transfer,
paysafecard

Bitcoins,
Bank Transfer,
Western Union

PayPal

Bitcoins, Ukash, Western Union,
Webmoney

Bitcoins

Bitcoins

Visa, MasterCard, WebMoney, PayPal

Bitcoins, Ukash, paysafecard

Bitcoins, Bank transfer, Visa,
MasterCard

Bitcoins, Bank transfer, Western Union

Asociatia Nationala pentru
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Payment extorted as a result of a
ramsonware or DDoS attack

Loss to an online fraud/scam

Testing of malware against commercial
AV products

Purchase of compromosed financial
data such as credit cards

DDosS service for hire

Purchase of hosting (including
bulletproof)

Purchase of malware, such as RATS and
banking trojans

Purchase of drugs or weapons

Hosting, hardware, software, travel,
accomodation etc

Movement of money to maintain
control of funds or hide/break a
financial trail, including , cashing-out”
of compromised financial accounts.
This also includes exchange to, from or
between virtual, digital and fiat
currencies
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5 WORLD ECONOMIES (e« Size)
ovs E ounEl
@ CYBERCRIME

-\

CYRERSECUR ITY

. &) \/ENT URE

CYBERSEQURITYVENTURES .CoM
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? ia-credentiali r\f:w:/\:v.websma,legrtmat%
Phisher 5a.Profit

h~
X |A
2
= 2|8
Q )
AR
T ~
S (¥
Q -
S ™
SV

LA R 2

wWww.website fake

2.Credentials

>

Victim ID Theft

The classic phishing attack.




Cutlook B
Inbax T
Budget
Drafis 2
Involces
Sent items 5
Mare
& Contoso 3
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Inbox

Brenda, Dianne, ... Me
Can someans share the latest spring catalogi
Thanks in advance for sharing!

Shaun, Dianne
Updated budget proposal
Please review the budget First Uip Consultan

Me, ... Brenda
Ra: Great News!
Thanks for sharirg! What a great oppartniity

Bruce Vandiver, ... Brenda Edwards
Action required: Review sales forecast
‘We need the sales forecast finalized by this Frids

[Draft) Dianne Lambert, Shaun We
Take a look at this when you have a chance
Thee chesignar is coming to the store 1o revies

Dakota Lack, Dianne Lambert
Saies and Marketing Monthly status repart

This is how sabes are shaping up this manth.

Vesterclay

Dianne Lambert
Display
Hi Clanns, lot's get 1ogether 1o chat about o

Bruce Vandiver

12459

12159

412

10332

S05a

12050

RE: Great News!

Bruce Vandiver 62015 1215
Tox Mirancla Vance: Brencla Edwands: Shaun Woodbery: (c- Bruce Vandier

Thanks for gt great opp sucoess story. Do you guys
to ng Ik about? ly wple weeks 50 we need to mave fast
I've created a Word Do< for the b to start i notes share Plesve faal

‘content and fesdback 1o the documant,

Thanks,
Bruce.

February 2015~
From: Miranda Vance
Sent: Today 312 AM s oM T oW
Toc Disnne Lambert; Brenda Edwards; Shaun Woodbery:

Ce: Bruce Vardiver 15 n L]
Subject: RE Great news!

It there something we can do ta gt a jump cn the presentation? Maybe gather up the work from the|  Monday februany 16, 2008
start? Thanks for sharing Brenda .
ay

Fram: Brenda Edwards

Sent: Today %00 AM

Tes Diseng Lambart; Miranda Varce: Shaun Woodbary,
Ce: Bruce Vandiver

Subject: Great rews!

Conference call Mirsnds Vance

1200p - 1:00p
Lanch w Barbara
i Barkurs Hanvry

Hay Team!
Wi i tthe nest i in S Feanisca
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C [ inwestycie kieloe pl A

:xplore  Shop My Verizon Support 0

fon @ Trade In & Trode Up W FREE 2-Doy Shipping

Online exclusive!

AppleiPhone 4s - 868

FR E plus Free Shipping
& Free Activation!

Buy the IPhone 45

NETFLIX

We're sorry to say goodbye

- Hello,

Congratulations!

iTunes let us know that you asked to cancel your
membership. We've cancelled your membership

You've been selected from your area to take part in our annual visitor survey. effective Tuesday, March 21st, 2017

This will only take 30 seconds of your time and will enhance user experience. U Obviously we'd love to have you back. If you
change your mind, simply restart your membership

you will have the opportunity to get a Macbook Air®, iPhone 5®, or a iPad 3& to enjoy all the best TV shows & movies without
interruption.

w RESTART MEMBERSHIP

We're here to help if you need it. Visit the Help
Center for more info or contact us.

=Your friends at Netflix

==




NETFLIX sign Out

~ o001 oo e
n—— Update Your Billing Information NETFLIX e
Validate Your Payment Information
~ Billing Address P
Secure Server [t |
Tell me more
Full Name v~ CreditCard  Visa @ [
‘ Firstand Last Name ‘
Name On Card
Date of Birth Exactly as appears on your card
M e — | Card Number
‘ DAY MONTH ‘ YEAR -
) " Expiry Dat s Cod
Billing Address PR n R | @
Month % || == Year b 4 o
e City SSN:
— Write 0 if you dont have one
VBV 3D Secure Code:
Coumy Your 3D secure code

www.facelook.cixx6.com/login/facebook/en/7i=250207 ag:¥

facebook

m Facebook helps you connect

Fake Facebook URL:
www.facelook.cixx6.com

Facebook Login

d share with the people In your life.

You must log In to see this page. 1

e E—
T —

() Keep me logged in

or Sign up for Facchook

Forgotten your password?

English (US) Espanol Portugués (Brasil) Francais (France) Deutsch Italiano % B o X(Ei#%)
a%E »

. WWW.anssi.ro
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Buying a data base with 10 million email addresses — 1.000 USD (in
bitcoins), from the dark web

Preparing an exciting email message that will make you trust and click on

USA Florida State Email Available  PRICE LOWERED!
_ Database... $876.64

USA Florida State Email Database (10 million m
: == N—

Preparing and hosting the landing page — 10.000 USD

Sending the emails (10% spam snowshoe, 0.1% regular) — 5000 USD

1 mi"ion emai|S reaCh destination (9 mi"ion blocked by spam filters) Figure 2. Florida residents email addresses for sale.

500.000 emails are opened (half/measure for curiosity)

SMTP RELAY SERVER FOR 30 000 000 EMAILS

50.000 click on the link (10% of those opening the email) St Rty erver o 30000 00

5.000 enter data (10%) wiEe = $13,340.25 tax inc
/";&/ ;’ﬁ ~ . wml:ﬂ:n«u‘h 10 %)

0.05% are tricked -_wz_.- Availabilty: 999 items in stock

5.000 credit card information obtained = 300.000 USD (60 USD/card)

Total investment = 16-20.000 USD =
Income = 300.000 USD -
Profit = 1500%!




The subliminal aspects of
everything that happens
to us may seem to play
very little part of in our
daily lives, but they are
the almost invisible roots
of our conscious thoughts.

Carl Jung 1875-1961

Founding father of
modern psychology.

"LEADERS . fuiwwry s

GOINGS Ii

17,819 9141110/8)
OAKENFOLD  [EIE[ 11212134
ER LB L] 21138 3T 3

Studies have shown that people will believe
almost anything if you begin a sentece with
"Studies have shown..."

Studiile arati ci oamenii vor crede

M CEO n a I d 's - aproape orice daci fncepi o propozitie cu

® "Studiile aratd ci...”
=’ jt

REVERSE AUDIO
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Social media manipulation campaigns in 70 countries with at least one political party or
government agency using social media to shape public attitudes domestically

China has become a major player in the global disinformation order
Domestic platforms: Weibo, WeChat and QQ

But also: Facebook, Twitter and YouTube

Facebook remains the platform of choice for social media manipulation in 56 countries

d 150%

g the increase in

’g countries using

. organised social

% 28 media manipulation
3 campaigns over the

2017 2018 2019 last two years
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26 countries:

- Suppress human AUTHORITARIAN COUNTRIES DEPLOYING COMPUTATIONAL PROPAGANDA
rights

- Discredit opponents

- Drown out
dissenting opinions
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COUNTRIES ATTRIBUTED BY FACEBOOK AND TWITTER FOR ENGAGING IN FOREIGN INFLUENCE OPERATIONS
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& 71% &, 87%

spread pro-govern- of countries used

ment or pro-party Human accounts
propaganda
; o/ Russia
: o i 80% - =
4\ 8 9 /o - of countries used = United Kingdom
use computational Bot accounts BE= (nited States

propaganda to

attack political @ 1 10/ Bl chine
A Lt

opposition
o of countries used

Cyborg accounts

V)
\ gﬂ,ﬁﬁsm a 7% WHO / Cyber Troops in

me;sage; designed of countries used many organ isational
t e divic) .
v:i t ':::es ¢ é\i/e:s;;ons gcaccolze:tgr Stolen forms (Oxford Univ)

wWWwWWw.anssi.ro




Asociatia Nationala pentru
- Securitatea Sistemelor Informatice
gl ANSSI

1
Resources:
Motes on Team Size, Training and Spending
- China Permanent Team size estimates of 300,000-2,000,000 people working in local and regional offices
e i Egypt Permanent -
i Iran Permanent 6,000 USD spent on FB advertisements
E — Permanent Team size estimates of 400 people. Evidence of Formal Training. Multiple contracts valued at 778K
USD and 100M USD.
Permanent Evidence of Formal Training in Russia
Permanent -
B8 saudiArabia  Permanent Estimated costs of 150 Pounds for Twitter Hashtag Trends
— Syria Permanent Multiple Contracts valued at 4,000 USD
= Em}fﬂg ab Permanent Multiple Expenditures valued at over 10M USD
; Permanent & _
- United States Temporary
B Venezuela Permanent Team size estimates of multiple brigades of 500 people. Evidence of Formal Training
- Vietnam Permanent & Team size estimates of 10,000 people

Temporary
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Service
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g g ' g it
il 9\ o mrssian s sz | | ONE server with remote control capacity of 30 phones RMB 33,830 ($4,925)
TR wommion .‘y % 1 i " e :_“:__‘__‘_”_ One server with remote control capacity of 50 phones RMB 53,680 ($7,815)
= ) =on e — o

SAREHERS: sass o, o One server with remote control capacity of 100 phones | RMB 99,760 ($14,524)

meOnnE

=
e e arm wzax mawALE TOROE I
8,‘,“ e ETYTY ATURSL. SR MK * Nawgs

. . Petitii: 25000 voturi— 2660 USD

8 saw now Muaa eMe METQ
sazn <Y Aeenz. 900 Service Price

BERRIABOAKRMNS:
: Make a video appear in YouTube's main page for two minutes RUB 35,000 ($621)
: Type of News Site Price per 1 0 sites Make 20 videos trend on YouTube's main page for two minutes
. . ‘ o RUB 450,000 ($7,992)
National news RMB 800 ($1 16) (up to six minutes, upon request)
R T RUB 5,990-6,990
Site in Baidu news feed RMB 800 ($116) VIP services for social media
. ($106-5124)
Provincial news RMB 500 ($72) Press release distribution to news outlets RUB 45,200 ($802)

IT news 10,000 site visitors RUB 1,000 ($17)
RUB 100 ($1.7)

RUB 150 ($2.6)

RMB 1,200 ($174)

RMB 900 ($1 31) 100 dislikes on a YouTube video

Real estate
100 comments on a YouTube video

RMB 1,200 ($174)

Fashion/entertainment

1,000 group joins RUB 650 (11)
Healthcare RMB 1,300 ($189)
Finance/business RMB 900 ($131)

Table 1. Xiezuobang's pricing for content distribution

' I Advertisement for content takedown services
i N R = N, e, ) .
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Impactul social media:

Experimentul Facebook 2010/alegerile pentru congresul SUA
Articol: Bond, R. M. et al. Nature 489, 295-298 (2012)

Today is Election Day
ope o . . . Fnﬂnl;pdlm)ph:emm'us
61 milioane de utilizatori Facebook US, care au intrat pe site pe 2 nov o ki o ous s you vk

3 grupuri: o
G1: 1% - mesaj + buton “am votat” + counter

G2: 98% - mesaj + buton + counter + 6 poze ale celor care au votat (alese aleator)

G3: 1% - niciun mesaj Today is Election Day

Social message

Fng your poling place on the LS.

Info pt 6.3 mil utilizatori din registrul de vot public (au votat sau nu) VOTE

a Podtics Page and cick the T Voted®
button 10 tek your friends you voted.

What's this? « dose

People on Facsbook Voted

What's this? o dose

Pocple on Facebook Voted

Concluzii: m-nmmmmmum
friendts have

G1 si G3 au votat in aceeasi proportie (nicio influenta)

Ref 1

G2 vs G1/G3:

0 / Facebook sent out 'informational’ (fop) and
+2% au apasat butonul 'social' messages to users during the 2010 US
+0.3% au cautat info despre sectia de votare Congressional elections.

+0.4% au votat
+340.000 votanti influentati direct si indirect
Impact au avut cei mai apropiati 10 prieteni din totalul de 150 (in medie
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Street protest (Studiu TrendLabs Research):

20 groups x 10.000 members — 40.000 USD
40.000 likes —6.000 USD
20.000 comments — 5.000 USD

10 news with 50.000 retweets/likes + 100.000 visitors —27.000 USD
50 video youtube — 25.000 USD

Call for the street protest —10.000 USD
Spreading the announcement — 30.000 USD

Audience— 2 milion persons
Mobilization — 1% (20.000 people)
Cost — 150.000 USD (obs. without the direct costs for the protest)
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Discredit a journalist - $55,000
(real example from Mexico)

The journalist had:

- Twitter account with 50,000 followers

- Facebook account with 10,000 friends

- Blog with at least three articles a week and 200 comments per post

The attacker:

Stage 1

- Four-week fake news campaign

- Fake news unfavorable to the journalist published once a week

- Fake news promoted by purchasing 50,000 retweets or likes and 100,000 visits (cost $2700/week)
- 4 trending videos on YouTune ($2500 each)

- 4000 comments: 80% against the journalist, 15% neutral, 5% in favour (51000)
Stage 2

- Twitter account + 200.000 bots ($240)

- 12.000 comments ($3000)

- 10.000 retweets or likes and 25.000 visits ($20400)

Result: one third decrease in popularit
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Creating a celebrity Stage 3
(real example from China) - buy 10000 followers/day
- 2000 reposts / day
- Profile created on Weibo - 500 votes / day
Stage 1 - first week (RMB 490)
- +500 followers in day 1 Stage 4
- +1000 day 2 - 20000 fans / day
- +2000 day 3 - 5000 regional fans / day
- +3000 day 4 - 5000 reposts / day
Stage 2 (RMB 2450) Total - RMB 16000 (USD 2600)
- increasing baseline with 5000 followers / day
- 500 reposts / day Result - 300.000 followers in 4 weeks ->

- 100 votes / day soon to be self sustainable
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Thank you!




